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Getting started

What is email encryption?

Email encryption is like sealing an envelope with a special lock to which only you and the
person sending it to you have the key. It prevents unauthorized people from viewing or altering
a message by changing readable text into indecipherable combinations of randomized
characters. If an unauthorized person tries to read an encrypted email, they’ll only see random
text.

Using BMO’s Message Center

BMO uses an encryption service called Message Center for you to exchange secure emails
containing personal, financial or confidential information with your BMO representative. When a
message is sent through Message Center, it is encrypted, transmitted and stored for 90 days.

When you have a secure email waiting for you, you'll receive a notification with a link to
Message Center from ‘notification@secureportal.bmofg.com’ to the email address you
provided BMO. The first time you access Message Center you will need to register your email
address in the system. If you already have an account, you will need to configure how you will
access it.

Important: Register for Message Center with the email address you provided to BMO,
otherwise you won’t be able to access your messages.

Any future secure emails from BMO will also be directed to your Message Center and you will
receive a message in your registered email address for each email sent to you through the
Message Center.

Signing in with a Google or Microsoft account

New Message Center accounts

If you have arranged for BMO to send your secure email to a Google (Gmail) or Microsoft
(Outlook/Hotmail) address you do not need to manually register a Message Center account and
password. Selecting either the Google or Microsoft account icon on the sign in page provides a
secure and easy way to access your account. This approach is known as third-party sign in, and
it grants consent to share the name, email and picture on your account with Message Center.


https://secureportal.bmofg.com/

Important: The Google (Gmail) or Microsoft (Outlook/Hotmail) address you use to sign
in to the Message Center must be identical to the address you gave BMO to send
secure emails to through the Message Center.

If you provided BMO with an email address that is not for a Google or Microsoft account,
you will need to manually create an account. See Using multi-factor authentication
(MEA) for more information.

Existing Message Center accounts

If you have an existing account which uses a Google or Microsoft address, you can choose to
change how you sign in to your account by following the instructions below.

Important: If the email address you provided BMO is identical to the address you will
use to sign in, messages which were sent to you in the previous 90 days will still be
available. If it is not identical, you will not be able to use this approach as the system
considers them two different accounts. You can continue to use your existing credentials
or configure multi-factor authentication.

1. If you are using an email link sent to
you from Message Center, verify that BMO e
the email displayed is the one that you
provided to BMO for use with secure
emails. If it is not, contact your BMO

representative. Sign in to your Message Center

We use the Message Center to share sensitive information with you.

You Can aISO aCCeSS the Messagle A new secure message 1s wa lll‘g for you To access it, please sign in to the Message
Center website directly in your et

rowser.
Center

O, you can copy this link into your browser: hitos:Usscuraportal bmolg, corr

Mote: To protect your accounts, we'll automatically delete the secure message on
May 21, 2024 @ 04:31 PM (GMT)

New to the Message Center?

Simply select the button above, then choose “Register” to create your account.

Please do not reply to this email. For any questions, please contact your BMO
representative.



https://secureportal.bmofg.com/
https://secureportal.bmofg.com/

2. Select either the Google or Microsoft
button.

‘Welcome to the BMO Financial Group Message Center

Email Address:

[ w

Language:
English -~

Sign In With;

G Google B Microsoft

3. When redirected to either the Google
or Microsoft sign in page, enter the
email address you use for that
account, select Next and follow the
prompts to sign in.

G Sign in with Google

Signin
to continue to secureemailportal.com

Email or phone

’V bondwell@gmail.com

Forgot email?

To continue, Google will share your name, email address, language
preference, and profile picture with secureemailportal.com.

Create account Next

BS Microsoft
Signin

bondwell@outlook.com

No account? Create one!

Next

When you have successfully signed in, you will be redirected back to the Message Center.



Using multi-factor authentication (MFA)

To improve security and prevent unauthorized access, MFA (also known as two-factor
authentication or 2FA) is an optional authentication method to securely sign in to new and
existing Message Center accounts. MFA is not required for accounts that use Google or
Microsoft authentication. At BMO, we encourage our customers to embrace a security-first
mindset and use MFA wherever possible.

MFA requires confirmation of more than one form of identification when logging into a system or
app. Once you've entered the correct information, you are granted access.

These forms generally include at least two of the following:

e Something you know — enter an ID and password.

e Something you have — confirm a number sent to a smart phone or email address.

e Something you are — confirm your identity with biometrics such as Face ID or
fingerprint analysis.

If you choose to use MFA for your Message Center account, you can set up one (or both) of the
available types of authentication:

e Use an authenticator application on a mobile device.
e Receive a one-time passcode sent in a text message (SMS).

Important: MFA is used to secure individual accounts by requiring additional forms of
verification at the time of sign in. Shared mailboxes use credentials such as a username
and password available to all those who have access to the account. Using MFA on a
shared mailbox would require time-sensitive sharing of the passcode or authentication
number among all users, eliminating any the security benefits and potentially causing
access issues.

Note: If you chose to sign in using your Microsoft or Google account credentials, you can skip
the next section.

Registering a new email address

When you receive an email in your Message Center, a message is sent to your regular email
with a link to the sign in page. The first time you visit Message Center, you are required to
register and verify your email account before you can sign in.

Important: To access your secure messages, you must register the same email
address that received the notification.



1. Access Message Center directly or
select the Open Message Center link
in the email you were sent from
‘notification@secureportal.bmofg.com’.

2. Select the Register button under ‘New
to secure email?’.

3. If you have used an email link sent to
you from Message Center, verify that
the email address displayed is
identical to what you provided to BMO
to use for secure email. If it is not,
contact your BMO representative.

BMO @

Sign in to your Message Center

We use the Messagn Conter 1o share sensithve infcrmation with you

A Neiny SECLNE MESSAgE is wailing for you. To access it, please sign in to the Message
Caorer

O, you com cxxgry Sy, bk imio pour browner bipa myecureponial bmofg com

Naote: To protect your accounts, we'll sutomatically delets the secune message o
May 21, 2024 & 0431 PM (GMT)

New to the Message Center?

Simply select the butbon above, then choose “Register” io create your aocount

Pleass do not reply 1o this email. For any guestions, please contact your BMO
mepréesentatve

BMO 2

Welcome to the BMO Financial Group Message Center

Email Address:

T

Language:
English v

Sign In With:

G Google B% Microsoft

Forgot your password?

i by (N
BMO #

Register Account
Enter your email address and a password to register and begin sending and receiving secure messages.

Email Address:
bondwell@outiook.com
Language:
English v
Password:

R r Password:
Password Rules

Passwords must be at least 8 characters in length, and meet all of the following conditions:
«+ Contain both alphabetic and numeric characters
+ Contain both uppercase and lowercase characters
= Contain at least one special character, such as: ~1@#$%"&

Passwords cannot match email address.

Sign In With:

G Google 2% Microsoft



https://secureportal.bmofg.com/

If you are accessing the Message
Center from a bookmark or favourite,
type in your email address.

4. Select the dropdown arrow to display
the Message Center in your preferred
language.

Note that choosing a language only
changes the application’s display for
you. It does not translate the content of
messages sent to/from you within the
system.

5. Choose a password following the
guidance on the screen.

6. Re-enter the password.

7. Select Register.

Verifying a new email address

1. To complete your registration and
verify that the email address you
registered in Message Center belongs
to you, a one-time passcode is sent to
that email address. Enter the
passcode and select Verify.

Note: The code will expire in 20
minutes.

BMO 2

Register Account

Enter your emall address and a password 10 register and begin sending and receiving securs messages

| Emad Asdress: |

Engish v
Password:

Re-enter Password:

Password Rules
Passwords must be at least 8 characters in length, and meet 3l of the folowing condtions:
+ Contain both Mphadetic and Hmeric Characiers
+ Contin bof LEpercase 30 Owe(Case Characters
« Contain al least ane special characher, such as: ~1EeS%*4
Passwonds cannol maich emal address.

. ()
Sign I Wit
G B
BMO &

Register Account
Enter your emall address and a password to register and begin sending and receiving secure messages.

Email Address:

bondwel@outiook com
Language:

English ~
Password:

Password Rules
Passwords must be at least 8 characiers in length, and meet ol of the following conditions.
= Contain both alphabebc and numenc characters
= Contan both uppercase and lowercase characters
= Contan at leas! one special character, such as: ~WI#$%"&
Passwords cannol maich emasd address

—

33,9 (O ). -

Password Confirmation
Your BMO Financial Group password is pending

Enter the code sent 1o your email address 1o confirm your password

fireze] )




2. Your email address is now registered
and active with the new security BMO 2
features applied.

Activation Successful

3 Select CO nt| n u e to retu mn to the Slg n You have successfully activated your new password. Click Continue to return to the Sign In page.

in page.

Note: Your password is important. Please store it in a safe place

4. Enter your email and password. BMO %
5. Select Slgn In. Welcome 1o the BMO Financial Group Message Center
= (=
Porgat youl parawnrg? Nrw 59 secure email T Moo mors ssmstmece T
[ [ [

You are now able to access messages in the Message Center.

Mobile application authentication

Setting up your application

Before you can use MFA, you need to install an authenticator application such as Microsoft
Authenticator or Google Authenticator from your device’s app store on your mobile device. You
can use either of these applications regardless of which operating system you have. While each
application will have a different design, the basic functionality will be similar

1. From the Message Center home BMO M
screen, enter your Email address
Welcome to the BMO Financial Group Message Center
and Password.

. . Pa:;wmd = Sign In
2. Select Sign in. -

Language:
English

Sign In With:

G Google B® Microsoft

Forgot your password? New to



https://support.microsoft.com/en-us/account-billing/download-and-install-the-microsoft-authenticator-app-351498fc-850a-45da-b7b6-27e523b8702a
https://support.microsoft.com/en-us/account-billing/download-and-install-the-microsoft-authenticator-app-351498fc-850a-45da-b7b6-27e523b8702a
https://safety.google/authentication/

3. Select the Authentication tab.

4. Select Add.

5. Choose Authenticator Application
from the Device Type dropdown.

6. Enter a name for your device.

7. Select Next.

8. Scan the QR Code with your device’s
camera.

Note: If your camera is not able to
scan the code, ensure that you have a
QR Code scanner app installed. If you
do not have one installed, choose one
from your device’s app store.

9. Open your authenticator application
and enter the code listed.

10. Select Next.

kumar.palaniénosbittbur.  [PROTECT] Mortgags documsnistion Jul 17, 2024 3:07 PM

BMO 2

ulti-Factor Authentication

Inbax Contacts | Compose || SentMai Recall Diafts || Authentication [
Sekct  Name Ty Category
Na Devices

BMO &

Register Multi-Factor Device

This secure message portal requires multi-factor authentication. Register a multi-factor device. You
can have multiple devices, but only one can be active at a time

Device Type:
Authenticator Application v

Name
[Annroud phanel ! ]

BMO 2

Register Device Android Phone
[Scan the QR Code or use the key with your authenticator application.

If setup using a OR Code is not supported, you may manually enter the following key:
CJE2YZTURGY7006323TTJKZZNPBAI2PH

Authentication Code:

cancel | T




Your authentication application is now
displayed under the Authentication tab.
You can add other authentication
methods here if you would like to.

Authenticating with a mobile application

1. From the Message Center home
screen, enter your Email address
and Password.

2. Select Sign in.

3. Open your authenticator application
on your device and find the code sent
to you.

4. Enter the code.
5. Select Verify.

6. You have successfully signed in and
will be redirected to the Message
Center.

Multi-Factor Authentication

Do Coolacts || Comeose | SeotMal Daa Authentication L]
-
Successtully crasted mult-fac tor authentication devica
Select | Name Type Catngory

BMO 2

Welcome to the BMO Financial Group Message Center

Email Address:
Janesmilh@campany.com
Password:

Language
English

Sign In With

BMO 2

Account Verification
Enter the verification code sent to the device named iphone

() Trust this browser.

Having troubde receiving your code Send another code.

Indan
Inbox. 4 e
T} e
Select | From Butvect oate
bumapalaniimeshitibue...  [PRGTECT] This is.a test mad P




Text message (SMS) authentication

Note: There are international countries that are not supported by the Message Center for
text (SMS) authentication. If you are having difficulty setting up your text-based
authentication, reach out to your BMO representative and they will investigate whether the

country code is supported.

Setting up your device

1. From the Message Center home
screen, enter your Email address
and Password.

2. Select Sign in.

3. Select the Authentication tab.

4. Select Add.

BMO 2

Welcome to the BMO Financial Group Message Center

Email Address:

Janesmilh@company com
Password

Language:
Engish

ult-Factor Authentication

Compose || SentMal Recall Diafts | Authentication

Catagory




5. Select the Device Type dropdown.
6. Select Text Message (SMS).
7. Select Next.

8. Enter a name for the device.
9. Choose your country.

10. Enter your phone number beginning
with the area code and use dashes
instead of parenthesis (), for example
123-456-7890.

Note: Do not include your country code.

11. Select Next.

12. Copy the code sent to you by text
message.

Note: The code will expire within 20
minutes.

BMO 2

Register Multi-Factor Device

This secure message portal requires multi-factor authentication. Register a multi-factor device. You can have
multiple devices, but only one can be active at a time.

Device Type:
Authenticator Application v
0

N Authenticatar Application
Texl Message (SMS)

e

BMO %2

Register Multi-Factor Device

This secure message portal requires multi-factor authentication. Register a multi-factor device. You can have
multiple devices, but only one can be active at a time.

Device Type:

iphone
Country Code:

Canada v
Phone Number:

(123-256-7890 ]

2:45 "

) o

30939

9)
8

Text Message
Today 2:41PM

Your BMO Finangia DUD
security code is 891843

The sender is not in your contact list

Report Junk




13. Enter the code.
14. Select Next.

Your device will be displayed under the
Authentication tab. You can add other
authentication methods here if you would
like to.

Authenticating with a text message (SMS)

1. From the Message Center home
screen, enter your Email address
and Password.

2. Select Sign in.

3. Open the text application on your
mobile device. Enter the verification
code received.

Note: The code will expire in 20
minutes.

4. Select Verify.

Register Device iphone
Verify the device by entering the code sent to the device ending in 4755.

Authentication Code:
100806 H|

Having trouble receiving the code? Send another code

]
BMO 2

uhl-Factor Authentication

Drsts | Authentication (]
——

g Ju| 28, 2024 10:8 P

Category

Defaul

e
BMO 2

Welcome to the BMO Financial Group Message Genter

Email Address:

Janesmith@company com
Password,

Language
Englisn

Sign In With

A bars.

—
Account Verification
Enter the verification code sent to the device named iphone

() Trust this browser.

c‘"“

Having troubde receiving your code Send another code.




You have successfully signed in and will
be redirected to the Message Center.

Setting a default MFA method

Note: If you have more than one method of MFA set up, they will all be displayed.

1. Select the Authentication tab.

2. Select the box beside the method to
set as your default.

3. Select Set Default.

Your choice of device is now set as
default for use at sign in.

BMO #

Miuiti-F acior Authenticaton

Authentication

BMO 2

lulti-F actor Authentication

T

I

Android Text Message set to defas

Select  Name




Deleting an MFA method

1. Select the Authentication tab.

2. Select the box beside the method to
delete.

3. Select Delete.

4. Select OK to confirm your action

Resetting your password

If you have forgotten your Message
Center password and are not using a
Google or Microsoft account to
authenticate, select Reset at the bottom
of the Message Center sign in page.

BMO 2

Multi-Factor Authentication

Recall Diafts | Authentication L]

ompose || Sent Mai = I
- - |

BMO 2

Welcome to the BMO Financial Group Message Center

Emall Address:

T m

Language:
English |

Sign In With:

G Gosgle 22 Microsoft

Forget your password? w1 sacure email? Need more 3sBLance?




To reset your password:

1. Enter your email address.

2. Create a new password, following the
password rules on screen.

3. Re-enter your new password and
select Reset.

Note: Your new password cannot match
your three previous passwords.

4. To confirm your password change,
enter the one-time code sent to your
regular email.

Note: The code will expire in 20 minutes.

5. Select Verify.

6. Select Continue to return to the sign
in page.

7. Enter your new password.

8. Select Sign In.

BMO #2

Reset Password
Enter the email address you registered with and a new password to receive a reset verfication emad

Email Address.
bondwell@cutlock.com

New Password.

Re-enter New Password

Password Rules

Passwords must be at least 8 characters in length, and meet al of the folowing condticns
« Coetan both alphabetic and numenc characters
« Cootain both uppercase and kowercase characters
« Contain at least one special character, such as ~A@=S%4&

In addtion, your new password cannot match the previcus 3 passwords.

Passwords cannot masch emad address

BMO 2

b4
i

Password Confirmation
Your BMO Financial Group password is pending

Enter the code sent 1o your email address o confirm your password

Passcode:
[e77822 3|

S

BMO £

Activation Successful

You have d your new p d. Click Continue to return to the Sign In page

[—]

Mate: Your password is important. Please store it in a safe place.

Wl to the BMO p Message Center
Emall Aodress:
bondweli@oulock com
Pasywan
e
English -
Sign In Wih:
G Gosge B Microsclt
Fargot your passwora? Nirw 0 secure email T Nooa mere sspismnceT




Working with messages

Emails and attachments you send to BMO from within the Message Center are automatically
encrypted by the bank’s security systems. Attachments can be up to 20MB in size.

Secure email exchanges are limited to you, BMO email addresses and individuals copied on the

original email who also have Message Center access.

You can use Reply All to send a secure email within the Message Center that contains a non-
BMO email address. However, you can’t forward or copy a message to a non-BMO email
address that was not on the original email in Message Center.

Sending a message

If you have added your BMO representative as a contact, begin your message on the Contacts

tab.

1. Select the box beside your contact’s
name.

2. Select the Mail icon.

3. Your contact’s information will auto
populate into the email.

4. You can attach files up to 20 MB in
size.

5. You can either select Send or Save
Draft to work on it later.

Contacts

Inbox Contacts Sent Mail
oy (o
= = i Hogatt, Keith

Select Contact Details

-] Hogatt, Keith Keith hogattf@bmo. com

Inbox ‘ Contacts ‘ Compose Sent Mail

To: Keith.hogatt@bmo.com
Cc:
Subject: Documentation as requested
Attachments:
meeting NOtES and tas Supporting documenta
Remove File Remove File




6. If you do not have your BMO - ( :
. Inbox Contacts ‘ Compose Sent Mail
representative saved as a contact, U _
begin your message on the Compose m m LT
tab. Either type or paste their email
address into the ‘To:’ or ‘Cc:’ field. To: Keith hogatt@brmo com
Note: You can only send an email to ce:
a BMO representative through Subject:
Message Center. Attachments:
B I U= ze Bl == - s
7. Sent messages are stored in the ‘Sent Sent Mail
Mail’ tab for 90 days. After that, they [ b0 || Contacts || Compose | sentmait || prans
are no longer available. " - . =
| Select To [ Subject
Keith.hogatt@bmo.com Finanial info F23

Note: If you need to also include people outside of BMO on your email, have your BMO
representative send a secure email and copy them on it. If they do not already have an account,
they will need to register for Message Center to receive the message. Once they have done so,
you can reply to the message, and they will be able to access it. If they are not on the original

email, you cannot add them, even if they have an account.

Important: Do not reply to email notifications from your regular inbox. For an email to
remain encrypted and secure, you must reply from within the Message Center.

Saving messages and attachments outside of Message Center

Emails sent through Message Center are saved for 90 days. If you need to have a permanent
copy, or you want to send it to a recipient who does not have a Message Center account or is
not included in the original message, you can download the email and/or the attachment from

either your Inbox or Sent Mail tab to your local storage.



Important: Messages and attachments lose their encryption during the process of

saving them outside of Message Center. If you forward to another recipient, the email is
no longer encrypted and secure.

1. With your message open (either from

the Inbox or the Sent Mail tabs), ?
select Save Message or Save — s | Come |[ oo |
Attachments. mﬂmml
2. Save the file to your local storage. [ swrmaminsm
o bonduehgoumioot com
To: Keith.hogati@bmeo.com

Ce:
Subject: FW: insurance document

Attachments: SUrANCE [0

Support

For assistance, contact your BMO representative.

For more information on the Message Center, refer to the Frequently Asked Questions.



https://www.bmo.com/home/popups/global/frequently-asked-questions
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